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WV BRIDGING THE GAP CONSORTIUM 
PROGRAM EVALUATION PLAN 

 

Introduction 
 

 The evaluation will use a mixed-method evaluation plan and a quasi-experimental design to 

evaluate the effectiveness of the project. An interim report will be delivered by July 15, 2015. A 

final evaluation report will be delivered by September 30, 2017. The consortium is able to 

transmit personally identifiable data to the third-party evaluators using a secure data system. 

Indeed its proposed evaluators already have access to much consortium data that will be 

needed for their analysis.  

I. Participant Impact and Outcomes 
 

 The program evaluation will address four research questions: 

1. What is the difference in persistence, completion, and employment outcomes among 
students who utilize program services and a rigorously matched sample of students who 
do not? 

2. How well do programs effectively leverage partnerships, including Registered 
Apprenticeship Program partnerships, to deliver programs with fidelity? 

3. To what extent do programs effectively use career pathways, academic instruction, and 
student support strategies to improve student outcomes? 

4. To what extent do programs efficiently use fiscal and human resources to accomplish 
program goals? 

 

 The evaluation will utilize mixed methods.1 Quantitatively, the project will be measured 

using indicators such as enrollment, resource use, and retention, graduation, and employment 

rates. Qualitatively, the project will be evaluated using measures such as student engagement 

reports, program knowledge, and college navigation confidence and ability. 

 WV higher education securely collects extensive student data. The evaluation will use that 

data to examine the impact of project strategies on enrollment, retention, completion, and 

employment outcomes. Program evaluators will also report on implementation activities and 

                                            
1 Johnson, R.B. & Onwuegbuzie, A.J., “Mixed Methods Research: A Research Paradigm Whose Time Has Come,” 

Educational Researcher, Oct. 2004, vol. 33, no. 7 14-26. Tashakkori, A. & Teddlie, C., “Handbook of Mixed Methods in Social & 
Behavioral Research.” Thousand Oaks: Sage, 2003. 
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timeline, partnership collaboration and resource allocation. The evaluators also will work with 

the Center for Community College Student Engagement to tailor the CCSSE survey to 

compare students enrolled in targeted programs and the rest of the student body to determine 

the impact of implemented strategies on academic and social engagement. This precludes the 

need for evaluators to interact directly with research participants to collect evaluation data. 

Evaluators will enter into a disclosure agreement with WV higher education and others. 

 The initial quantitative evaluation will utilize cross tabulation and ANOVA analysis,2 which 

will provide immediate feedback on key indicators by treatment and control group. The 

evaluators will use binary logistic regression (preferred method to model a dichotomous yes/no 

outcome3) and hierarchical linear modeling (HLM) to answer the summative research question, 

“What is the difference in success rates (e.g., graduation, employment) among program 

students and a rigorously matched sample of students.” HLM is an analysis technique used when 

researchers have nested data and are interested in understanding the influence this nesting has 

on a given outcome.4 Finally, by adding a propensity score analysis, the cohort comparison for 

this evaluation will be enhanced.5 

 While random assignment is the experimental design gold standard,6 it is infeasible because 

of small program enrollments.7 Cohort comparisons will be used and treatments will be tested 

for impact cohort progress. The comparison group will be derived using a propensity score 

analysis,8 which allows researchers to construct matched groups that balance observed 

                                            
2 Hartwig, F. & Dearing, B.E., “Exploratory Data Analysis.” Beverly Hills, CA: Sage, 1979. 
3 Cohen, J., Cohen, P., West, S.G. & Aiken, L.S., “Applied Multiple Regression/Correlation Analysis for the Behavioral Sciences” 

(3rd ed.). Mahwah, NJ: Lawrence Erlbaum Associates, Inc., 2003. 
4 Raudenbush, S.W. & Bryk, A.S., “Hierarchical Linear Models: Applications and Data Analysis Methods” (2nd ed.). Thousand 

Oaks, CA: Sage, 2002. 
5 Rosenbaum, P.R. & Rubin, D.B., “Balanced Subclassification in Observational Studies Using the Propensity Score: A Case Study.” 

Wisconsin Univ-Madison Mathematics Research Center, 1983. 
6 Rosenbaum, P.R., “Observational Studies” (2nd ed.). The Wharton School, Dept. of Statistics, Univ. of Pennsylvania, 2002. 
7 Heckman, J.J. & Smith, J., “Evaluating the case for randomized social experiments,” Journal of Economic Perspectives, 9 

(1995). 
8 Rosenbaum, P.R. & Rubin, D.B., “Balanced Subclassification in Observational Studies Using the Propensity Score: A Case Study.” 

Wisconsin Univ-Madison Mathematics Research Center, 1983. 
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covariates.9 Following the Neyman-Rubin counterfactual framework, causal effects will be 

explored by observing outcomes of students enrolled in different programs.10 Gu and 

Rosenbaum (1993) found using propensity scores to match treatment and control groups far 

superior to other matching methods.11 In propensity score matching, evaluators consider valid 

and historically consistent covariates, including demographic indicators, full-time status, degree 

objective, academic indicators, and programmatic academic requirements. The consortium 

proposes to serve 1,384 students. WV’s higher education database, which included 4,457 first-

time, full-time community college freshmen in 2012, will serve as the pool from which the 

evaluators create a control group using propensity score matching. 

II. Program Implementation Analysis 
 

 The mixed model design provides the opportunity to explore both formative and 

summative evaluation questions. The formative evaluation will assist the consortium in 

answering questions about progress in achieving project goals, effectiveness of particular 

strategies, effectiveness at leveraging partnerships, and fiscal efficiencies. 

 Year One is critical and requires a rigorous and intrusive plan because the consortium must 

hire staff and implement numerous career pathways, academic instruction, and student support 

strategies. Consistent with Complete College America’s (CCA) formative evaluation plan for its 

innovation challenge grants, the project manager will complete post-sprint surveys and, with the 

accountability/testing coordinator and other staff, will participate in frequent conference calls 

with evaluators reporting on implementation progress, challenges, and opportunities. 

 During the first quarter, the project manager will provide evaluators with a detailed 

timeline, developed in consultation with stakeholders, outlining plans and benchmarks for each 

                                            
9 Joffe, M.M. & Rosenbaum, P.R., “Invited commentary: Propensity scores,” American Journal of Epidemiology, 150(4) (1999). 
10 Guo, S. & Fraser, M.W., “Propensity score analysis: Statistical methods and applications.” Los Angeles, CA: Sage, 2010. 
11 Gu, X.S. & Rosenbaum, P.R., “Comparison of multivariate matching methods: Structures, distances and algorithms,” Journal of 

Computational and Graphical Statistics, 2 (1993). 
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3-month reporting period. The evaluators will assess the timeline for feasibility and grant 

proposal fidelity. The project manager and accountability/testing coordinator will provide 

evaluators with quarterly reports, and evaluators will conduct check-ins at the end of project 

sprints (periods of sustained activity on specific projects). Evaluators will assess operational 

strengths and weaknesses by analyzing reports and check-ins and reviewing statistical data. 

 The project manager will provide a 6-month report, as well as quarterly updates, on 

program, curricula, and course implementation, including design, delivery methods, and support 

services. The evaluators will subcontract to review content before it is finalized. The project 

manager will provide a 9-month report as well as 6-month updates on partnerships. The 

project manager will identify the contributions partners have made to program design, 

curriculum development, recruitment, training, placement, program management, leveraging of 

resources, and commitment to program sustainability. 

 The 12-month report, provided near the beginning of the first semester of implementation, 

will focus on recruitment. The project manager will be asked whether in-depth assessments of 

participants’ abilities, skills, and interests were conducted to select participants into the grant 

programs. Further items will include: 1) what assessment tools and processes were used; 

2) who conducted the assessment; 3) how were the assessment results used; 4) were the 

assessment results useful in determining the appropriate program and course sequence for 

participants; 5) was career guidance provided and, if so, through what methods; 6) did 

recruitment differ across institutions; and 7) if so, how? The project manager will also be asked 

to provide preliminary enrollment numbers. If issues arise at any one of these stages, 

Bridgemont’s president and the WVCCTCE Chancellor will be notified immediately and 

appropriate measures will be taken to correct the identified issues. 
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 In Years Two and Three, the consortium’s efforts will begin to shift from development to 

implementation. The project manager will continue to report bi-monthly to evaluators via 

questionnaires and conference calls. Further subsequent reports, still required at 3-month 

intervals, will center on implementation and experience. In an effort to close accountability 

lines, Bridgemont’s president and the WVCCTCE Chancellor will be copied on all written 

reports and invited to participate in all conference calls. If, at any time, the program is not on 

target, the president and chancellor will be notified immediately in writing. 

 Statistical progress measures will include enrollment, retention, completion, employment, 

and CCSSE results. 
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EMPLOYMENT AND TRAINING ADMINISTRATION 
ADVISORY SYSTEM 

U.S. DEPARTMENT OF LABOR 
Washington, D.C. 20210 

 

 
CLASSIFICATION 
Personally Identifiable Information  
CORRESPONDENCE SYMBOL 
OFAM  
DATE 
 -XQH���������

 
ADVISORY: TRAINING AND EMPLOYMENT GUIDANCE LETTER NO. ����� 
 
TO:  ALL DIRECT ETA GRANT RECIPIENTS 

ALL STATE WORKFORCE AGENCIES 
  ALL STATE WORKFORCE LIAISONS 
  STATE WORKFORCE ADMINISTRATORS 

STATE AND LOCAL WORKFORCE INVESTMENT BOARDS 
  ONE-STOP CAREER CENTER SYSTEM LEADS 

 
FROM: JANE OATES �V� 
  Assistant Secretary 
 
SUBJECT: Guidance on the Handling and Protection of Personally Identifiable Information 

(PII) 
 
1.  Purpose.  To provide guidance to grantees on compliance with the requirements of handling 
and protecting PII in their grants. 
 
2.  Background.  As part of their grant activities, Employment and Training Administration 
(ETA) grantees may have in their possession large quantities of PII relating to their organization 
and staff; subgrantee and partner organizations and staff; and individual program participants.  
This information is generally found in personnel files, participant data sets, performance reports, 
program evaluations, grant and contract files and other sources.   
 
Federal agencies are required to take aggressive measures to mitigate the risks associated with 
the collection, storage, and dissemination of sensitive data including PII.  The Appendix lists a 
brief overview of efforts at the Federal level to protect PII.  As the grantor agency, ETA is 
providing this Training and Employment Guidance Letter (TEGL) to grantees to notify them of 
the specific requirements grantees must follow pertaining to the acquisition, handling, and 
transmission of PII. 
 
3.  Definitions. 
 

x PII - OMB defines PII as information that can be used to distinguish or trace an 
individual’s identity, either alone or when combined with other personal or 
identifying information that is linked or linkable to a specific individual.1

                                                 
1OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable 
Information (May 22, 2007), available at 

  

http://www.whitehouse.gov/OMB/memoranda/fy2007/m07-16.pdf    

RESCISSIONS 
None 

EXPIRATION DATE 
Continuing 
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x Sensitive Information – any unclassified information whose loss, misuse, or 
unauthorized access to or modification of could adversely affect the interest or the 
conduct of Federal programs, or the privacy to which individuals are entitled under 
the Privacy Act. 

 

x Protected PII and non-sensitive PII - the Department of Labor (the Department) has 
defined two types of PII, protected PII and non-sensitive PII.  The differences 
between protected PII and non-sensitive PII are primarily based on an analysis 
regarding the “risk of harm” that could result from the release of the PII.  
 
1. Protected PII is information that if disclosed could result in harm to the individual 

whose name or identity is linked to that information.  Examples of protected PII 
include, but are not limited to, social security numbers (SSNs), credit card 
numbers, bank account numbers, home telephone numbers, ages, birthdates, 
marital status, spouse names, educational history, biometric identifiers 
(fingerprints, voiceprints, iris scans, etc.), medical history, financial information 
and computer passwords. 
 

2. Non-sensitive PII, on the other hand, is information that if disclosed, by itself, 
could not reasonably be expected to result in personal harm.  Essentially, it is 
stand-alone information that is not linked or closely associated with any protected 
or unprotected PII.  Examples of non-sensitive PII include information such as 
first and last names, e-mail addresses, business addresses, business telephone 
numbers, general education credentials, gender, or race.  However, depending on 
the circumstances, a combination of these items could potentially be categorized 
as protected or sensitive PII.  

 
To illustrate the connection between non-sensitive PII and protected PII, the 
disclosure of a name, business e-mail address, or business address most likely will not 
result in a high degree of harm to an individual.  However, a name linked to a social 
security number, a date of birth, and mother’s maiden name could result in identity 
theft.  This demonstrates why protecting the information of our program participants 
is so important. 

 
4.  Requirements.  Federal law, OMB Guidance, and Departmental and ETA polices require that 
PII and other sensitive information be protected.  ETA has examined the ways its grantees, as 
stewards of Federal funds, handle PII and sensitive information and has determined that to 
ensure ETA compliance with Federal law and regulations, grantees must secure transmission of 
PII and sensitive data developed, obtained, or otherwise associated with ETA funded grants.   
 
In addition to the requirement above, all grantees must also comply with all of the following:  
 

x To ensure that such PII is not transmitted to unauthorized users, all PII and other 
sensitive data transmitted via e-mail or stored on CDs, DVDs, thumb drives, etc., 
must be encrypted using a Federal Information Processing Standards (FIPS) 140-2 
compliant and National Institute of Standards and Technology (NIST) validated 
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cryptographic module.2

 

 Grantees must not e-mail unencrypted sensitive PII to any 
entity, including ETA or contractors.   

x Grantees must take the steps necessary to ensure the privacy of all PII obtained from 
participants and/or other individuals and to protect such information from 
unauthorized disclosure.  Grantees must maintain such PII in accordance with the 
ETA standards for information security described in this TEGL and any updates to 
such standards provided to the grantee by ETA.  Grantees who wish to obtain more 
information on data security should contact their Federal Project Officer.   

 
x Grantees shall ensure that any PII used during the performance of their grant has been 

obtained in conformity with applicable Federal and state laws governing the 
confidentiality of information.   

 
x Grantees further acknowledge that all PII data obtained through their ETA grant shall 

be stored in an area that is physically safe from access by unauthorized persons at all 
times and the data will be processed using grantee issued equipment, managed 
information technology (IT) services, and designated locations approved by ETA. 
Accessing, processing, and storing of ETA grant PII data on personally owned 
equipment, at off-site locations e.g., employee’s home, and non-grantee managed IT 
services, e.g., Yahoo mail, is strictly prohibited unless approved by ETA. 

 
x Grantee employees and other personnel who will have access to 

sensitive/confidential/proprietary/private data must be advised of the confidential 
nature of the information, the safeguards required to protect the information, and that 
there are civil and criminal sanctions for noncompliance with such safeguards that are 
contained in Federal and state laws. 

 
x Grantees must have their policies and procedures in place under which grantee 

employees and other personnel, before being granted access to PII, acknowledge their 
understanding of the confidential nature of the data and the safeguards with which 
they must comply in their handling of such data as well as the fact that they may be 
liable to civil and criminal sanctions for improper disclosure.  

 
x Grantees must not extract information from data supplied by ETA for any purpose not 

stated in the grant agreement. 
 
x Access to any PII created by the ETA grant must be restricted to only those 

employees of the grant recipient who need it in their official capacity to perform 
duties in connection with the scope of work in the grant agreement. 

 

                                                 
2For more information on FIPS 140-2 standards and cryptographic modules, grantees should refer to FIPS PUB 140-
2, located online at:  http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf.   
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x All PII data must be processed in a manner that will protect the confidentiality of the 
records/documents and is designed to prevent unauthorized persons from retrieving 
such records by computer, remote terminal or any other means.  Data may be 
downloaded to, or maintained on, mobile or portable devices only if the data are 
encrypted using NIST validated software products based on FIPS 140-2 encryption. 
In addition, wage data may only be accessed from secure locations. 

 
x PII data obtained by the grantee through a request from ETA must not be disclosed to 

anyone but the individual requestor except as permitted by the Grant Officer. 
 
x Grantees must permit ETA to make onsite inspections during regular business hours 

for the purpose of conducting audits and/or conducting other investigations to assure 
that the grantee is complying with the confidentiality requirements described above. 
In accordance with this responsibility, grantees must make records applicable to this 
Agreement available to authorized persons for the purpose of inspection, review, 
and/or audit. 

 
x Grantees must retain data received from ETA only for the period of time required to 

use it for assessment and other purposes, or to satisfy applicable Federal records 
retention requirements, if any.  Thereafter, the grantee agrees that all data will be 
destroyed, including the degaussing of magnetic tape files and deletion of electronic 
data. 

 
A grantee’s failure to comply with the requirements identified in this TEGL, or any improper use 
or disclosure of PII for an unauthorized purpose, may result in the termination or suspension of 
the grant, or the imposition of special conditions or restrictions, or such other actions as the 
Grant Officer may deem necessary to protect the privacy of participants or the integrity of data.   
   
5.  Recommendations.  Protected PII is the most sensitive information that you may encounter 
in the course of your grant work, and it is important that it stays protected.  Grantees are required 
to protect PII when transmitting information, but are also required to protect PII and sensitive 
information when collecting, storing and/or disposing of information as well.  Outlined below 
are some recommendations to help protect PII: 
 

x Before collecting PII or sensitive information from participants, have participants 
sign releases acknowledging the use of PII for grant purposes only. 

 
x Whenever possible, ETA recommends the use of unique identifiers for participant 

tracking instead of SSNs.  While SSNs may initially be required for performance 
tracking purposes, a unique identifier could be linked to the each individual record.  
Once the SSN is entered for performance tracking, the unique identifier would be 
used in place of the SSN for tracking purposes.  If SSNs are to be used for tracking 
purposes, they must be stored or displayed in a way that is not attributable to a 
particular individual, such as using a truncated SSN.   
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x Use appropriate methods for destroying sensitive PII in paper files (i.e., shredding or 

using a burn bag) and securely deleting sensitive electronic PII. 

 

x Do not leave records containing PII open and unattended. 

 

x Store documents containing PII in locked cabinets when not in use. 

 

x Immediately report any breach or suspected breach of PII to the FPO responsible for 

the grant, and to ETA Information Security at ETA.CSIRT@dol.gov, (202) 693-3444, 

and follow any instructions received from officials of the Department of Labor. 

 

6.  Inquiries.  Questions should be addressed to the appropriate Regional Office.  

 

7.  Attachment.  Appendix:  Applicable Federal Laws and Policies Related To Data Privacy, 
Security and Protecting Personally Identifiable and Sensitive Information
 


